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Websile: http://depedmoloyboloy.nei

TO

DtvtstoN aDvtsoRY

Otficers-ln-Chorge
Public Elementory, Junior, ond Senior High School Heods
All Others Concemed

FROM

DATE : July 24.2017

SUBJECT : SECURITY Ot ENTTRPRISE HUrllAN TESOURCE INFOR 
^ATION 

SYSIEM
(eHRlS)

For lhe informotion ond guidonce of oll concerned, this Office hereby
disseminotes the herein unnumbered DepED Memorondum issued on July 21,
2017 regording the security of eHRlS. This memo inlends io olloy the feors of
employees regording lhis issue.

Pleose be ossured thol ihe DepED lT Infroslructure is in lhe process of
implemenling HTTPS in ALL our web opplicotions. while this is ongolng, lhey hove
put in ploce olher mechonisms lo secure dolo ond opplicoiions ond lhese ore:

. Web encryption of criiicol dolo such os posswords.

. Hosl servers ore protecled by on enterprise firewoll bolh softwore
ond hordwore.

. There is o focility to monitor molicious oitempis to penelrole our
network.

For widesl disseminotion.

"'ktu
EDI.BERAL oPTENARTA, cEso vriJ
SchoolsEilision Superintendent I

IO BE POSTED ON THE WEBTITE
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Redonal DlreClors
S.hoots DMdon Sup€rhta(hnts end Ofr.en-ln{haca
Publlc llernentary, Junior .d Senior tlah Sdtool Heads and Offael'lt}olarl.
Rldql .nd oMslon Pe.rom.l Ofllc.rs
ReSii,t and Diviion lnformation ledrnology Oftcers

FROM: c Itlvltxoo

SUA,ECT: Sc.udtv o,E l.rrrb! Hunr.r [t ot rt! lnio.tn do.r Syri.m (.alelsl

DAIE: 2llutlm,7
W€ adnowl€dge the laorinS corErn regaadint the ,eaurity of eHRtS, ltle are

alLy the fears of e$ploya€5 regardnt th& issue.

The concern amanated ,rom caloo{an Publk Elementary and Se.ondary Teache6 Fderatlon (CPESTF)

that was posted In their Facebook PeEe highlightlq r m€sr.8a'not s€6rn' drat appe.r.a ln the kowse/s
.ddr6s b.r while acccssing lhe site. Ihis o.cui wh€n the site do€s noi h.w .n SSt Eerlificata.

Please be assured.lhA we are in the process oI irnplcrnenthg }ITTPS h Art our *eb lppliratirror Whlle
thislis onSoln& we have put ln place otl*r med|anlsm5 to s.cur! our date ard Tpllcruons +d thas€ .re:

. Wab enaryptlon of crhicaldata such as passwords.

. Host s€rver ara protldad by an mtarpdse ,lra{dl both softwar€ and hardwalc.

. we have a farility to monltor malicloos attempts to penetrate our netwrk

the followlna

li .bove cannot b€ avoi*d, edure th.t you clo6e the b.o$€r ed logotf.
00 r{ot sr{A8l Yous PAsswoRD.
Do not le.y€ ydlr complter opan. lfyoJ need to talc a b€ala lofoff ftorn th€applk tion
and lod yorr computer.

. ' Eltsure that your OperatlE S!6tem 16) ls upd.ted.

. oo'not post sendttve Infomatlon on soclal mealla lhls is often tte caus€ of l+ntlty rhefr,

. Aweys read and undeEtand online rnes,aSes end b€ dillgent ennldr to lnoq and
underst nd th€ source before cliclin8 anythrE on th. w€b. this E vrhere ideitlty theft
alsoocc1r. ' t

As a part of orrr short and long term plan, e are com.ritted to implern€nt .ppraprlaL controls ln all
.ra6 lPeoplc, Proc€ss {tTechnoloSy} of th€ t €pEd IT lnf.rstruaorc.
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