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sI,,B'DCT:

The 6eld is hereby informed of the Public Advisory on the Coflduct of

Online Class€s Using Video Conferencing Services from the Depafioent of Justice -
Cybercrime Office. The content is self-explanatory.

Widest di sseEination is desired

Encl: As stated
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DEPARTMENT OF JUSTICE
OFFICE OF CYBERCRIME
22 September 2020

PUBLIC ADVISORY
ON THE CONDUCT OF ONLINE CLASSES
USING VIDEO CONFERENCING SERVICES

Th s Pub|c n(lvrsory rs rssue(l l)y llr{) D(.1)arlnn)rl (rf Juslr,rc IDOJ) Offica rf
Cyllercnme {OOC) In rrsl)oDSe to thar ool(rr(lrir(l secunly sks irsso(.r(ed w!lh lhrr
utilizatron of vanoLrs v (io.) conkrft)ncrrrq s!rvllics ll] ttte conducl .)l onlll(] clarss(is r,l

the nri(lst oI the COVID I!.1 ljarldenr(]

Pursuant lo Replrblrc Acl (RA r No 11.180. whrch amended RA No. 7797
the Departtuenl of Educatron rDepEd) anooufaed the decrston ol Prestdent Rodrgo
R Duterte to deler the school openrng tor School Year ISY) 2020 2021 fton,21
Aug!sr 2020 lo 05 Oclober 202C as reconrmended by the Secrelary Leo.or
Magtoris Bflones Thrs rs rn response to the lmpircalicns of rmposrton of vanous
levels o[ con]mullrly qu:lran|ne ll fu1etro [lanrla and in lhe provrnces oI Cavrle.
Bulaczrn. Laqurra iind Rrzal '

On 15 nugt,st 2020. the DelrEd also claflfred thal pflv,rle or Don'DepE(j
schools that have alrcadv startcd tl'l€rrr cl.lsscs or are schedued lo slart alasses
.rlread of lhe afLJresar(l In-'r ()d irrc rllr)we.l to 1,r9c1.6'11 pr(rvtdrxl tlltjy ,rr(! stt ctlV uj rq
only drslance leirrnrlrl nr()dalrtes.rn(l lhal lhr)rrj !lrc no Iace'loJ,r(:e r'lasses l-lL:[(](l
the a(loptioo oI rlrsl.rl]Le leanrllg nro(,alrtrtrs lhrough tlre !rse of v.r oirs \rdeo
collferertcllrg servrces lry the edLrcairon,rl sIlullor']s.

lvhile vrdeo conferencrng servrlies operr doors to r)ew opport!nilics thelt make
access to education easy. applicalron of rnlor ation and conlnrlrlrcatron lechnology
in the conducl of onl ne classes can cause orany securily risks such as ioss oi
conlidentralily avarlab lLty and integrty of col]rp!ter data. as well as lhe exposure oI
studel.ts to abusrve slrangers and harmful onlne conienls

Every effort sh.rl bc exeric(l to pronrote the \,velIare of chrldrcrr nn(i eIh.l,l('e
therr opportunrties ftrr a useful an(l h.rl,lry lrl' Chr rlref ihoulrr .rl\o he protected
korrr al types ol chrld abusc rncudroq psychrrlogrcdl arr, t)hysrcJl .rhuse neljlecl

lj,r,ln:l ljr'l,rr) ( A,L,li /', !, rLrlI



cruelty sexual abuse and emotrotral maltrealnlent . or any act by deeds or words

which debases. cieqrades or derneans their intrinsic worth and dignity as a human

being'. Republic Act (R A.) No 7610 or lhe Specral Protection ol Clrrl(lrer'l Agarrlsl
Abuse Explortatron and Dlscnmtnatron Act provldes sanctrons agalnst those who

abuse explort or discrinrrrate a0arnsl chrldrerl

ln ordor to prev€lnl sirrlLl,rr rrlrircJants Ironl h,llJl)cnrrl!] arlii to lrllLnlrk)ly l)rotc, I

chrldren lronr online abusc and hannflrl conkrnls durinq onlrne classes the DOJ

OOC hereby rssues lhe k)llowin!1 arivrsones

A. FOR SCHOOL ADMINISTRATORS

1 NEVER share meeting room credentials. both the lD and Password,
to the public- N.4akc rl a l abrt lo provrde lhrs rn[ot]rJtoll only b the
regrslered stualenls irnd therr parents. Anolher good practrce rvoLrld l)e
sendrng the N4eeling lD and Password in a separale conrorunrcation

2 ALWAYS set meeting configurations as tollows

a Accept partrciparrts request lo lorn nreetrng indrvrdLraily
b Provrde a slandard nanrng rnstruction Ior the parlicrpants r) q

SURNAIVIE. Frrst N.rlne lvlLl(ilo lnilral
c St.lrt nreelrnq wrlh parlrcipants video ofl
d. Reqr.rrre a prssword kom lhe partrcit)ilnts
e i,4!le partlcrpnnts upon (..nlrv

{ Drsable deskt()p/screeo share f()r l)arlrclDatlls ,.!ho or.r not itsstatned It
lhe vrrlual nteellng ()onr as hosl, s

:l DO NOT set meeting configurations as follows

a. Allow particrpanls to join before the host
b. Allow participants to rename lher']rselves
c. Allow pafticipanls to senc message lo one anolher
d. Allow partiopanls to access the file transfer
e Allo$ partrcrpants to share their screens
f Allow partcipanls (o use annotallon tools to add lnlornralton to shared

screens.
!1. Allow parliorpanls to share whrlel)oa(i during a nteellng
h n llow users to replace thcrr backgrolrod wrlh .lDy seleclcd |nage

4 NEVER leave students alone in a virtual classroom. Make sure thal a
school it(inrnrslrak). s always l)rese t b sUpervtse lhe aalivtltes .l
vrrlrral classroofr

5 ALWAYS Lrpdate the application you downloaded to its latest version.
Every service/alrplcallorr connecled Lo lhe interllet is vLr[]erable to cybor
attacks. lt rs crucral that users regulary updale ther apps orrce it rs

secl(j I Lr irRA \. :,:.Lr
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avarlahle. Thesc software u|dalos usualy rllclude palches lo tlle al)lr's
reporled vulneral)rllIcs

B FOR PARENTS

Paronls are encouraged lo pronroto aad inlplenlenl Droper netiqtlcttes to be
observed by chrldren under therr supervrsron. ln the case o( Vivares, et a/. v. St.
fheresa's College, et a, the Suprer e Court ruled thal theres no substrtLite for
parenlal involvement and supervrsron lvheI rt conles (o digilal lrteracy and good
cyber crirzenshrp to wil

"Consrdefln(t lhe conrplexrly ol the cyber world .r'rd its
pervastver)oss its wel as tllc ,iangers that thcse chtldren .rrc
wrlt ngly or Lrrwrtlrnqly exposr.d I(r in vrc\,,, of thcrr uDs!l]crvise(l
actrvrlrns It cybcrs[)ace lhr) l)ilrlrcipalron ol lh(, parenls Ln

drscrpInrnq and cdUcatrnt th'rrr chrldren aboLrl bcrn!l a qood
rligrtal crtren is ellcorrrarled by lhesc rrrslrlLrlons ar)(l
organizallons

Parents and guardrans should consc entlously gurde lherr childreD and \a/a(,s
respect vely rn lheir on|ne ac|vr|eS especrally dunng onllne classes Thts tnc udes
lheir capacrty to leaclr lhem how io drscern rnfornlaIon onIne alld (o provde
guidance on how to rn'rplen]ent safety measures to prevenl becomrng a vrctlnt ol
cybercr mes

Equally rmponant is to lel the chrldren know by hearl \rhat dlqilai lrteracy and
digrtal c)tizensl'lrp nrean Orgital lrtera.y s the abtltly io use tnlorntalrol.] an.l
comnrulrrcalron technoloqres to frnd evaluatc. create ar)d con)d]unrrtale rnfofl]]a|()r'r.
requrnn(l both cogn trv(i and tcchnrcJl skrlls whrle'arqrlal cllizcnshtp rclors lo lho
nornrs ol appropnate rospor)srblo ti{,hirvror wrth ree.rrd to technoloqy usc
Understirndrnq an(l tcachrng lhe philosoplry bchiDd thes{l conccpts lo lhc cllildren
wrll eortrower lhenr with tlre requircd insrghls arrd know-how to help thenr Iaviqate
lhe weL both safely and cllectrvely'

ll rs lhus. rnc{rmbenl Lrpon lhe parents and gUardlans to lns(tll lo lhe r ahtldren
and wards respeclrvely lhe exercrse ol due dr|gence [] tl're{T onliDe dealngs and
activiIes

C, FOR THE PUBLIC

Reporl any rrregularitres or unwanled ll]crdenls dunnq online classes to the
appropflate enlorcen]enl agencres. I a {)artrcrpanl encolrnlers or ol)tallls actual
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knowledge of any facts or orcumstances ol inctcjents of harassment aod'o. abuse. or
commit harm agaiDsl anolher he/she is encouraged to report the sald lrrcident Io lhe
followrng law enforcement agencres as soorr as reasonably posslble
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