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DII'ISION MEMORANDUM
No. I 8.2021

To Assistant Schools Divisiotr Superitrtcndetrt
ChiefEducstiotr Supervbors, CID snd SGOD
Public Elemetrtsry & S$ondary School Eead!
Sectio Unit He{de
School ICT Coordinators
All Others Corcerned

From: VICTO v. GAZO, PhD, CESO V
Schools Di Supenntendent I

Date: luly 28,202

Subject: APPLICATION OF FIELD OFFICES ALD SCEOOL PERSONNEL FOR
PNPKI DIGITAL CERTIFICATES

l. Relative to OUA Memo 00-0721-0169 re Addendum to the Memorandum on th€
Application ofField Offices and SchoolPersonnel for PNPKI Digital Certificates, all Teaching
and Non-Teaching Pesomel $.ho will serve in the May 2022 Natronal and Local Elections are
advised to fill-out the application form that is available at hatp://bit ly/Deped-PNPKL

2. Enclosed are the OUA Memorardum, Prioritiution List in the Processing of
Applications and Composition ofthe PNPKI Team, and Steps in Bulk Application for PNPKI
Digital C€nific{te for ref€renc€.

3. For any questions and concems, pleas€ contact thc following personnel tl[ough
email or chat vla MS TeaDs:

. PNPKI conc€rns - Ms. Nina fuca Bernas ($rpporlprpki@_deped.gov.ph)

. LMS concems - Mr. Winifiedo Valdez (supporLusdlm!@dep€d.gov.ph)

Encl: As stated
Copy Fumished:

Records Unit

TO BE POSTED IN THE WEBSITE

Address: Sayre Hi-way, Purok 5, crsisan!, Malaybalay City

TelefEx No.: 088-314-0094; T€lephon€ No.r 088-813-1246
Website: depedmalaYbalav net
tma Address: malaybalay.city@deped.aov.ph
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26 July 2021

For

Subject:

R.SloE l DlrGctos! rld BARff Educ.tlorr fhlrter
Schoolr Dlvl.lo! SupcslntctdcDt8
RcgloE .!d DlvldoB lT Oficelr
Regton aad Dlvirlolr PcrroaBel OfIlceB
School Eeqda
All Otherr Coaceraed

ADDEIIDI'T TO TIIE f,EUORAIIDUU OIf TEE TPPLICATIOIiI
OT trIE.D OTFICFS AISD ECEOOL PE|RSOITITS, FOR
PITPXI DIGTTAL CER,TIFICATES

Ttre Commis"sion on Election's (COMELEC) PoticA Guidelines on the
Implementq.tion of Dbital Czrtifi@te for the 2O22 Notrional and laal Eledions and
Bongsamorc Autonomous Region of Mustlm Mind.ottoo Eledlbns requires the use of
digital signatures for personnel who will serve in the May 2022 National and Local
Elections to ensure tr-ansparency aJld credibility,

In reLation to this, the Office of the Undersecretary for Administration (OUA)
releases this addendum to OUA Memo OO 0721-0129 Apptiation of field ofies and
sclaol persarnel fot PNPKI digilol signaf,are releas€d on 16 Jttly 2021.

The Department of InforEation and Communications Technolosr (DICT) has
extended their full support by alowing DepEd to process the application for digital
certihcates tlrough bulk registration and has waived tJ:e submission of
requirements that are otherwise too taxing to provide, considering that DepEd
personnel who c.ill serve in tie ebction anl|t hrve dtgltrl c.rtl8c.t€. oB or
beforc tle 30th of Septenber 2()Il 1.

For the prioritization list in the processing of applications and composrtion
of the PNPKI Team, please refer to A![er A.

For the steps and details on the application process, refer to A!!er B.

J"*\.i.U,!
OIItce of the UldcEacsetary for AdEtnLtrauon (OUA)
Lqa^iniatuxiE 9aie (AS), Inlontufibn @n Co@nicati.B Tdtutotsslt yrui@ [CTS),
DgferRBk Rd11<7ffi @d th^qare Serui.e (DRP-rtlS), Bru oJltu@ 91wod
eM lELssl, ksuio r@tEB c@1p @rc), cefttut satnty 6 tufu! ofic (css())l

Depanoent of Eduation, Catral Om@, MEalco AveDu€, PasiS City
Ra 519, Mabini Blda; Mobilc. +639260320762; Tet (+63a 663372G, (+632) A63?62()7
Eda,l: use.adnin@d€p€d.gov.ph; F&cbook/Twidd @d€FdtayoE
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ln relation to the application process, the fotlowing asSmchronous (or self-
paced) virtual orientations and demonstration activities will be conducted:

I. The use of the Leardag f a.EageEGrt SFtoE (LUSI.

2. Submladon of PNPKI requirements through tle LUS.
I{ote: Both activities will run from 29 July to 25 Augurt 2(Dl.

DepEd PNPKI Resources such as forms, guides, and samples are already
arEilable through this link: http:/ /htt.lvlDeped-PI|PE. Conteflts of this resource,
including process flows and other materials, will be regularty updated.

For any questions and concerns, please contact the following personnel
through email or chat via MS Teams:

PNPKI concerns - Ms. Niia Rica Bemaa (suoport.pnpkila<leped.gov.ph)
LMS concems Mr. winifredo Valdez

For immediate compliance

ILAIIl
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Aaner A
PRIORITIZATIOIC OF DEPED PERAOII{EL FOR
PI{PBI DIGITAL CERTIFICATE AFPLICATIOI|

l. EHorlttrf,tto!
DcpEd personnel who are currently or will be involved in the following shatl
be prioritized:

. T:he 2022 National and Local Elections

o COMELEC stated that DepEd personnel who Eill serve in the 2022
elections should have t-Ile PNPKI-digital certificate by Septemb€r
2021.

r Signatories of procurement-related activities
o Head of the Procuring Entity;
o Bids and Awands Committee Member;
o Technical Working Groups;
o BAC Secretariat; and
o End-users/lmplementing Units.

o Members of the DepEd PNPKI Team in all govemance levels.

o Other activities that require immediate use of PNPKl-certihed digital
certifrcate.

2. Regtonsl P PBI T.qE ll.c., PrPBI trocal Per.oa, etc.l
Regional ollices will have the flexibilty to arrange the schedules when their
respective SDOS may access tl.e portal.

The composition of the Regional and Dirrision PNPKI Teams are aa follows:

a. Regloral DlrcctoE
o Re sp,onsibilities

o Oversee the activities, status of submissions, and other rel,ated
activities.

o Provide the support needed by the PNPKI Teams to reach at least
9070 of the persorurel ir the priority list and at least 7570 of
personnel in the region q/ith PNPKI digital certificate by September
202r.

b. Regtousl Iafo"aatioa Techaologr offlccr! lRfTor)
. OfficiaUy designated as PI{PBI Focal Pertoa ard TeeE Leeder of

Rcgtond PIIPtrI TcrE effective immediately-

RITOS are instructed to update and submit the following informa
through email to Mr. Hubert Cordial at hubert.cordia@deped
oa or hfore 23 JvE 2u2ll



o Complete Name, Position, DepEd email address, and contact
number/s.

Responsibilities

o In-charge of ensuring that all identified entities in this
memorandum will be oriented to apply for their PNPKI certified
digital certificate,

o Setup and manage Regional LMS servers.

o Coordinate with the PNPKI Cluster Team Office assigned in their
respective regions.

o May opt to add member/s to the Regional PNPKI Team as needed.

o Report to DepEd Central Offrce via support.ptrDkl@Gped.gov.ph
t}Ie status of the number of applications submitted thru the LMS.

o Assist in resolving issues and concerns ir relation to t}Ie activity.

c. Rcgloual AdtolDhtratlve Ofilccr Persorael
o Oflicially designated as Regloaal PNPI(I TaaE aeraboE effective

im-mediately.

. Responsibilities:

o Support and assist the R.rlon I Focal P.r.on in the execution of
responsibilitiea.

o Support and assist tlre R.gto!.I PtrPBI Tcea in the scheduling of
the personnel within the Regional Olfice.

o Assist in rcsolving issuea and concerns in relation to the activity.

d- IrlvLlot InrorD.Uon Techaolo5l OrBcer. (DITO.I

. Omcia.lly designated as Regloral PIIPBI Tce.o neober ald lXvlstoa
PlfPf,I Teen Lc.d effective immediately.

. Re sponsibilitie s

o Assigt the RcSlolrl PI{PIII Tcan in coordinating and ensuring
the cooperation ofthe whole division in achieving t}re objectives
of t}le activity.

o Coordinate and assist the Regtoaal PtrPEI Te..a in finalizing
LMS training schedules for their respective division.

o May opt to add member/s to the Dlvl.loa PIIPIII Te..E as
needed.

o Coordinate and asaist the apptconts on how to frll-out tte
application form and other requirements.

o Assist in resolving issues and concerns in rel,ation to the activiry.



e. I}{ylrloa AdtlhltbaHve Oftccr Per.onael
. Olficiatly designated as Division PNPKI Team members effective

immediately.

. Respon sibilities:

o Support and assiet t}le IXvl.loE PI{PKI T...8 Le.d in the
execution of respon sibilities.

o Support and assist the l,lvllioa P!rPNI TeaE in the $heduling of
the personnel within the Regional Olfice.

o Aseist in resolving issues and concerns in relation to t].e activity.

3. fua Hv.clr
To protect the handling of persona.l information that will be used rn
tiis endeavor, only those recognized DepEd personnel will be able to
transact with PNPKI ofhces and personnel.

It is the responsibility of the memb€rs of the Regional and Division
PNPKI Teams to r€cure the submitted requirements of all applicants
in compliance with the Data Privacy AcL



Alnex B

ATEPA IIf AULI( APPI,ICATIOI{ FOR PTPIq DIGITAL CIRflflCATE

This is for DepEd Field Olfice personnel who will apply through
bulk application done thru the DepEd l,earning Management System (LMS.)

gtepr h aDpllita! for the PI{PBI dtgtt l certlicatel

1. Preparatory activities prior to applying for the PNPIC digital certifrcate are
aa follows:

a.

c

Secure a soft copy of clear and decent passport-sized ID picture
4,5 cmx 3.5 cm or 1.8 inches x 1.4 inches.
Picture should show the whole head up to the shoulders.
Clear (not blurred) and high-resolution picture (min. of 60O dpi)
When taking the picture using a smartphone, ensure that the
resolution is set at the highest setting a]rrd with ample lighting.
Image should be in either JPG or PNG format.
Taken within the Last Bix (6) montlg
Stretched images q/ill not be considered

Secure soft copy of electronic signature
Using a black permanent mar:ker or any writing instrument with a
broad and continuous even ink flow, write a big sample of your
signature on a piece of white paper.

Ensure that the sample signature is rery clear and matches your
official signature.
After making t}le sample signature, have it scanned in high
resolution (minimum of 600 dpi) and saved in JPG or PNG format.

b

Dowrrload the free Adobe Acrobat Reader DC
. To download the hee Adobe Acrobat Reader DC, go to this site:

https:/ / get.edobe.com/ reader/ ?proEoid=KSwLH
r Before downloading the free Adobe Acrobat Reader DC application,

make sure that all checkboxes in the "Optional Offers" section are
clear or unchecked to avoid ads.

. Next, ctick "Download Acrobat Reader" and follow instructions until
the apphcation is installed on computer



a
Adobe Acobat Reader DC

rb. lad,s PDf 1r6\q to Fia .EE dt D,fi. FDF.

r)inrnr,rrd r.rorD. R..,t.r

2. Download Application Form via: http:/ / bit.ly/ Deped PNPKI

a. Individually accomplish said form b'y clicking on text boxes. Please
note that some items with either an asterisk (*) or "red-colored" boxes
are r€quired to be lilled-out by the applicant/s.

b. After accomplishing the form, save it in this format:
L..t ..Ee_FlEtl{a.Ee_EEployeetruEber_[5rour .Illltattoal

Example: Bernas-Nifla_EmployeeNumber_SDO

NO'EE: PNPKI tuill not o.cept landl,)iflen application Jotms.

3. Submiesion of Requirements - The submission of requirements *'ill be wtthin
the DepEd LMS.

4. Notification from the Central Offi.e, Regional or Division PNPKI Team, thru
an advisory or memoranda, will be issued for updates and next steps.



ne9otlito ng $ithillls
TSugabaran ng @buhaepon

Tar8gapan og Pangalawarlg lGlihirE

ouA uEfo oo-o721-0129
fE[ORA.ITDI'f,
16 July 2021

For: Rcgtoad DlrcctoE ard BtR H Educatlo8 Ub.Lter
Scboolr Dtvt to! SuD.drtendeotr
RGStoE .8d Dlvldon IttforE.tloa TechEologr Oltreers
Reglon a.!d IXvl.ioE PGEoaEel Olllcerl
Public School llead!
AII Otlerr CorceEcd

Subject: APPLICATIOT OT FIELD OFflCF,S AI|D SICEOOL
PERAOXITEL rlOR PTPBI DIGITTL SIGXATUXE

The Department of Education (DepEd) through the Bureau of Human
Resources and Organizational Development (BHROD) and the lnformation and
Communicatione TechnoLory Servi,ce (ICTS), in pannerehip with the Depantment of
Information and Communications Technolo$/ (DICT), has started processing
applications for the Philipphe National Public Key Infrastructure (PNPKI) Digital
Signature.

'Public Key lnfraslructure (PKl) allows users of public networks like the lnternet to
exchange private data securely. PKI is essentially a set of hardware, software, polic€s,
personnel, and procedures needed to create, rnanage, distribde, use, store and revoke
digital certificates. The PKI is one of the core servi:es being ofieEd by the Departrnent of
lnformation and Communications Technology (DICT) that will fu$er trust in the govemment
by ensuring secure and reliable online transactions.' (Source: httpsldht.gov.ph/pnpki/ )

At the outset, this initiative is expected to

1. support business as usual witlDut sacrificing the safety of signatories and
employees routing physical documents;

2. foster trust between ofrces by ensuring secure and reliable online
tran sactions;

3. successfully integrate the use of digital signatures in the process flow and
vasdy increase acceptance on the integrity of offrcial documents vi
and outside the Department; and

4. prevent the transmission of COVID- 19 on widely used official doc

i,u EI
Olflce of the Urdert€cretary for AdElDlrtratto! (OUA)
tAdniais.diE setuie (As), Wm'ani@ @.t coMrxt@a t$tnolosv *tute (rcTq,
UL.osEr RiEk Redldlion @d Ma qwtu *@ pRN Is), tu@ allzdtut s4Pon
&ai/g tBlsq, tuuio T@IEE C@tq @rcl, C.nt@l saa/nry A 9aH! Ofre lcssoll

Departhet of Education, Cdtral OEce, Mdalco Avmue, Padg City
RE 5 t9, Mebini Bld& Mobilc: +63926O32O762-,Tet {632) 86337203, (+632) A03?6207
EDan: us.adeit@d€ped.sov.ph; Faceb@k/Twitter (adepedtayoE

E



Normally, government employees are instructed to apply individually arld
produce the needed requirements. However, due to the huge number of DepEd
personnel, DICT hae granted processing of applications through bulk registration.
While waiting for updates on the request to waive all the needed requirements, all
I)epEd personael arc advlaed to EII-out the applicatloa forn,

Currendy, DepEd is processing the application of the Management
CoBmittee (MANCOM) members, Central Office lErsonnel with procurement-
related roles and DepEd PNPKI Secretariat.

To expedite the proceas in ttre field, orpecldly for thoee rho rlll ccry6 ln
the 2O22 l{attonal aad Local ElectloBr, the following activities will b€ conducted:

1. Virtual orientation and demonatration on the use of tlle Leeratag
Ua.E.geEeat sy.teB (LMS)

2. AsJmchronous (or self-paced) virtual orientation and tubraL.lolr ofPIIPIS
requtrq[etrt through the Lf,g

I{ote: Bot}r activities will run from 29 July to 25 Augurt 2021. More
details will be provided in a separate Memorandum.

The Regfoael hforanttoa fer'hEotrogr lITl oEce'r are hereby designated
as the Rcgloaal PIfPlg focal Perroan, while lxvirioE IT ofllccr! shall be the
IXvLloE PIfPf,I TerE I€d., ellective immediately. Rcgloael ..!d DivisloB
Pcrtortret O6cerr will atso form pait of the PrPBI TeaE. The responsibilities aid
duties of the PNPKI Team will be issued in a separate Memorandum.

The DepEd PNPKI Resources such as forrns, guides and samples are already
available at http:/ /bit.ly/Deped-PNPKl The content on this link including the
process flow and other mate.ials will be regularly updated before the start of
activities.

For morc information, questions and concerns on this subject, kindly contact
Ms- Niia Rica Bemas, Technical Assistart I of the ICTS - Us€r Support Division
(USD), through Microsoft Teaqs or email at support.pnp gov.

For immediate and appropiiate action

AL.IUr P
U
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DeDartnrent of €Dur,rtiou
NAI IoNAI CAI'I1AI, RI (;IoN

SCH(X)I 5 DtvlstON ()rttcl Ot JUUN t rN I UPA (:t n/
Ofike of the Sdrools Olt blon
S,l|pcrlnEndent

XEXORAITDUf JUL r 9 202t

SCHOOLS TEACHERS SERVICE COMMUN]CATION

RRAy'DW?iPTAAI9iY AEIWIIII' OiI iItI II'PIIi/ENIATI'I{ OF t'IGTTAL SEI\ATUE
_/ lulv 16,2021

To Olc-.Assistant Schools Division Sup€rintendent
Chief Educadon Supervisor, Curriculum Implementalion Division
Chiet Mucation Supen'isor, School Go!,emance and Operations Division
Public Elementery/Secondary School Heads/OICS
A.ll Others Concemed

1. Attached is a Memorandum from the Ollce ofrhe Citf Electro[ Omaer oo the
above-mentioned title, cootenls of which aIf sell-erplanato(v, for the inforrhaiion
ard guidaJtce of all concerned.

2. Pa.rticular atIcnuon is iNited to rhe third and fourth paragaphs of the said
M€Eorandum, rel,ative to the timeline and requirements for thr application of the
drgital cedilicate.

3. l-or the Proccdurc fo! ttG ADpllc.tloo, kindllr refer to Sections 7, E and 9
Article IV of the Guidelines. To download rhe PNPKI Application Form for EEEIE!
Ccrtlicrtc, kindly use this link: r, t,r-: i:r l_,'f,rn.l_.,'iri;r,,i-,.,r 'r l .',

:,r,1',.,'.,.r' i i f,'i \ J.

4, AII Schools are eoJoined to subm[ the summary of the names of teachers who
appled tor Ore Digital Signature on or before Augusl 31, 2021 to Dr. Nerissa Roxas
l,omeda. OIC- Assistant Schools Division Superintendent.

5. Immediat€ and \tride diss€minetion of, aDd compliance lo rhls Memorendum
is desired.

IDA.rAI CESO V
Schools D ision Superintendeqt

PREPARATORY ACTTVITIEB OT THI IXPLETETTATIOTf OF DIGITAL
BIGI{A?URE

To be irdic.l.d in lhe Pe.petu.llnde,
strd.r th. iorlowinS lbje.tt

a tmTrEEf r. st rrs 8H!., centell .r Av€, BIly I'$asan,

!, lou) sos-gsrs, lm) so: - ga{o

a idor rlltinlup.Chrtlril.@ni

t ri3 **v5+ .

-ror6'td::



MErcRANDUX

TO:

Oftce ol the Crty Electbn Officer
Muntinlupa City

4di Level, Ayala Malls Southpark,
Natbnal Road, Alabang, M

Dr. DO llllco C. lDAtlAN
Sd,oors Drvisir,, Supeflinlendsnt, Munbnlupa City

PREPARATORY ACNVITIES OT THE IPLEIEI{TANOI OF
DIGITAL SIGI'ATURE

SUBJECT

DATE 13 JULY 2021

Anent Lsnronndum d.tad 03 June 2O2l enttl8d, "Crscrdiag ol t,io.metlon
oa o/oi,,l Slgo.tutt b ry.dnqa ol tutcfron1 the u.deBign€d vvould like to
rospecitully forward a copy ol Cqrelec Guldelln6 or ttp lmpl€rnantrdon of Dlglt l
Cort'ficlt 60r Bl€ 2OZI rEonrl .nd Locrl EMioir! .nd B.ngiamoro
Autonofiro6 Reg[,on of lurlim llndanrcr (Guidelines', lot brevv.

To reiterate, during th€ rogular online m€oting heH on 20 January 2021, the
Cornmission E'l Eanc resohr€d that us€ of the dEital signatures by the members ol the
EHoral Boards (EBs) and Board ot Canvasscrs (BOC) will surely enhance the
lranspargncy and qedibility of th€ elections, Hence, the impleflEntatbn o, the digital
signature tor use of the EBs aM BOCS in the 2022 Nalioflal and Local Ebclbns-

Phase noie o, the llldhg provired unde, Sec{ror, 3, Atliclo lV ol the
Gurdarings. to wil:

. -. the ,olloiying schedule shall be obsen ed in the liling and processrig of
apdicatbm lor digit l s(Instures:

EB
Odober to Novembot BOC

Fu.lhe.. Seclbrs I and 5, A,ttcle lV ol the same Guidelines proviles for the
Igoulrtlndrtt whi$ the appli:ants n€cd€d lo prepare and to subrnil:

1- Duly accomplbhed applacation fom:
2, Birth Certificate or Valil Philbpine Passport:
3. Unified Muf,i'Purpose ldentificatbn Cad. ln abs€nce, Any 2 govemmenl

issued lD6;
it. 1 passporl size lO picture;
5. Acti\re mobile oumbe[ and
6. Aclive personal e-mail address

T IN LtJ PAT Fo
d

Porlod
AugEt to So$smber 2l

AoDllcents



For the E@eCU!9_!gg_Og_AId!9alEg!. kindly reier to Sectons 7, I and 9,
Aiicle lV ol tp Guideline.i Furli€rmorB, attached hercryith is a hard copy ol the PNPKI
Applkation Fdrn hr OiJital C€rtiHe'?at4 CD w n sofl copy of the PNPKI fuplication
Fom for Dig al Certifcate in PDF Fomat3.

For your infomatbn and guilance.

ATTY. AI2AIECU



I
Republic ol the Philippines

COUMISSIOII ON ELECTIOI{S
h-rtramuros, Manila

Olfice of Cotnnissioner Marlon S. Casquejo

. Steeing Cornrnittee

MEMORANDUM

FOR ALL REGIONAL ELECTION DIRECTORS

SUBIECT

DATE 30 JUNE 2021

[hrr h.rs rclcrc'ncc t(] tlro implementatron of the digital sitnature for us.'<ri thc
Elcctor,)l B()ards (EBs) rr the 2022 Nalior,al and Lrral Elc'ctions

Dulrng thc regular orrline rneetinB hel(i on 15 Dcccmber 2020, for purpr':e. .,i
Freparatury acti! Lties for tht, 202 Natiolnl rnd Local Elcctions ,rnd in anti(ipntiotr oi
thc irnl.lcrnL'ntatron of the use ot the diSital signrturc* bv thr EB and thc p('ssiblo
Llrput.rtiorr ot the Field Officers as the Re8istration Aulhorltv, the Conrrrlssr(rn,,n
Elections, in Minule Resolution No.20{59'1, approved the r...onrorendatrorr ot the
unclersigned, as Steering Committee Head, the re8istration of thc followr g pcrson el
ti)r their respc{tive digital si8natures r,!,ith the Department of lnIofln.rtion.lr]d
Cornmunications Technologl, (DlCl-). namt,ll :

I R.'gional Ele.tion Dire(tors;
l. Assistarrt Rcgionnl Elcrtion Dircctors,
3. l'rovincial Elcction Supcrvisors; and
4 E,cction Officers.

.{lso oll 2() lanuarv 2021, the Commissron En Banc resolled, through llirrute
Iles()lution No 21{)021, tlrat tlle use of the digital srgnatures b\ the EB .rrrd lJonr(l ol
Canrassers (BOC) lvill surelv enhance the transparencv nnd credibilrt! oi tlrt
clections.

Silrac th('re is a rreed to pruvide guidelrnes, rulcs and regulrtions go\'(rni,1q thc
.rppliiatilnr, approval, alrtl roYocation oi thc diertal ccrtificat('s to b(, us.d b\ th'r

POLICY GUIDELINES ON THE IMPLEMENTATION
OF DIGITAL CERTIFICATES FOR THE 2022
NATIONAL AND LOCAL ELECTIONS AND
BANCSAVORO AUTONOMOUS REGION OF
MUSLIM MINDANAO ELECTIONS

r



nrrnbcrs of the EB and BOC rn connectron rvith the 09 Mav 2022 National arrd Lo..rl
Elcctions and BARMM elections, attached is thc poli(.}' gurdelines k) bc otrsen'cd
Jur inq thc impl.'m('rtation of the digitai cerlilicates.

Iror vour guidance, implementation, and skict compliance

Digirally signed
by Ca5quejo
Marlon Sabucido

MARLoN S. CAseuEJo
Sttring Conmtitteq Actitry Head

Corlrrissioner

lr!.rli D, c./D. 8, rnr.r,r( ,. S,r.o.,r:. lr.
D4thtv Liect!i.ot: Dt,!tk, l,r CrF?nrlronr lliDlisrrr L L,ui, ,r
lli ttd D!i,u\t l:. Bli:-P!rc:, A.rnrii Di,r,.to lq E8.at)
Dir., ror /r!;nxr t' tlorodh. Ditcthr lv. ITD



Republic of the Philipprnes
COUUISSION ON ELBCTIONS

Intramuros, Ma nila

POLIC'Y GUIDELINES ON THE IMPLEMENTATION OF DIGITAL CERTIFICATE FOR

THE 2022 NATIONAL AND TOCAL ELECTIONS

AND BANGSAMORO AUTONOMOUS REGION OF MUSLIM MINDANAO

ELECTIONS

It r-s tlrc policv o[ tlrc Stdte lo ensure lree, ortlerlr', lrorrest, peacc,lul, crctlilrlc. g.:n.lrr
rgrgrnsive. sociallv inclrriive, informed and COVID-19 free eleclions, arrrl other
sinrilat electoral cxt,rcises by impro\ ing ()n the clectiotl proaess.rnd adopting :jvsteol\,
t\'htch shrll in!ol\,e the usc o[ an automated election system that $ill en.ure thc
\'arecy and sanctitv oI the ballots anrl all elt\-tr(]ns, corlsolidation drrd lransnrissiorl ,'[
vt,tes rn crrr.ler that the proaclis shall tle tran-spnrcnt and crer.liblc and tlrat thc result.
\h.rll bc ld\t, ac(ur tc, and reflectivc of the genuioe r!ill of thc pc('ple.

Dtrnng the rtgular onlrne mechnB hcld on 16 DL,tiemb(r 2020, t.rr ptrrposes .,t
prcparatory aclivitres for tlre 2022 National arr(l Local Elections and in aDtrcipatiorr of
th(. implc,mentation ()f thc use of the drgital sigrulurt's by tlre Elcctoral Boird (F.II) in.l
Board oI C.rn uassers (B()L-) memhers, and the p()ssible depuLrtrolr oi the liield (Xii.('r\
is the Re[iistrati()n Authoritv, tlre Conunission on l]lecnorls, in Minute RL,s()lutl.rn \(,.
Itl-0591, .rPprovc'd the rccornmendation o[ Cornmissioner Marlon S Casqucjrt. r'
Sl(cri[g ( onlrnitk.e llead, the rcgistrati()n ()f lhe follor^'inB pcrsrnncl for therr
r('ip€rti\'(' .liBital ccrtiiicatcs r..,ith tlre Depa.1,t1"n, oi lnfornr.\tr(tn -\n(l
('(.nlmurlications T('Chnologr' (DICT), rramt'lr, :

1. Rcgiorurl El('ction DirL'ctors;
2 A\sirtalrt llcgional Elcction Directors;
I ['rovincial filtr:tion SuP€rvisors; .rnrl
.t. Electi.rrr Off rcers.

Irurthct, d urint the rc8ular olline mectr116 ltld on l0 lanuJrr' 2()l l. tlrc Conrnrrs.r,rlr
Lrr EaT. RESOLVEI), tlrrouBh Minutc Resolution No. 21-0u21, th.rt lhe use of th(
drqltdl sigratures bv dre EB anrl B()L--. r\ill surel\' enlrancc thc traltsP.rrcncv.rn(l
cr|tlibilitv of thc clc(tions

'l#



Ihi5 PolraY Cuidclincs slrall pror,rclc' tfu rulcs and regulatrons govcrrlnE thc
npltlicatrun, approval, and rcv(xatiorl of the drgital ccrtlficatcs to be usttl bv llrr'
rrrembers trf the EB and BOC in connlrtion rvith the 09 lvlav 2022 National arrcl Lrx.rl
l-ltttiorrs an,.l BARIt llll elections.

ARTTCLE I

GENERAL PROVISI,ONS

Section l. Coaeragc ond S.op?. - l'hese Cuidelines shall appl! to lh.
[rroccdurcs [or the enlollmcnt, appR^'al, anal rcvoc]ntion of thc Digital Ccrtrfrc.rtcs lh.rl
slrall br used bv the members of the EB and BOC in connection rvith thc 0l \l.r\' lt)12
\ation.rl .rnd Lrrnl Elections and BARlvl\I Ele.tions.

ARTICLE II

Section 1. Delirlition ofTents. - As us0rl in thcse Cuidelirlrs:

n) APPLICANT tefers td irlr individunl h ho is applvilrg for a digital .('rtifi..rt.
\!ilh thc (_onrmissron.

h) APPLICATION FOR.M r,:lcrs b thr lillabl(' I'orLrblc f)ocunrcnt F,)rnl.rt
(l'DIi) appLrcation form for the issuance of th{r I'hilippine Nariorr.rl Publrc
Ke! lrririr!,tructure (PNI'Kl) diBital certif icntt,.

c) BOARD OF CANV-ASSERS (BOC) 'hall uL cotnl-os;cd oi a Clr.rirPtrsorr
Vicr:'Chairprrsr:rn, ;rnd l\'renrkLr"Sr.re tar)' ior each pro\rt.r, .:ll
rnuDi(iprllt\'. drslri(t, and auk,norrx,u\ rcgi(nr.

d) CER' FICATE AUTHORITY (CA)
(:ertificates.

cntit\, thdt rssuc( digrl^11

cl DICITAL CERTIFICA f E rclers to a irlc issued bY a Certilicate ..\uthorit\
contJinirlB an indl\'rdual's personal rnf.rrm.!tx)n is pr(xri oI the rntlrr rtlrt.rl'-

t)r ln.rchine's) eleclr()ni. ialentity.

i) ELECTOIIAL BOARD (EB) slrall t{'c(lmPoicd t)l i ClrrirPerson, l I','ll
Clcrk, and a l hird IUe b(,r \^ hich sh.tll lle .ottstitutc'd dnd ,rPPr]intc('l bv thc

Corrrnlission, tlllouBh tfu Election Officcr iEO), f()r evcrv (lustercd or Arotr li
prccin.t in thc drstrict, .ilu, ()r 'rlunr.iPalitv, 

in writriF, in t11,j f('rrrr

prcx-ritrd bv thc Crrmnrission.

DEFINITION OF TERMS



il) ORS refcrs t() thc Onlinc Rcgistration Syst(,rn, R'hich shall bt usrtl t'r th.,
r\fplicantJ in cncrrding tircrr applicntion tor a diBihl certrficatc.

h) PNPKI reftrs to the l'hilippinp N.rtion,rl Publrc Ke!- hltrlrstructlrrr

i) RAO refers to the lle8istration Authoritl'()liicer -flrere shall l,t' tR,(r {ll
RA()s. Ihe RAO1 shall bc the Election ()fficer of the citv/muni.rprlit!',
\{hether hol(lilrg ,l permaDent apporntmcnt or irl an acti|lg aapacit\'. \\ h(r

.hall [)c in-c]r.rrge iD .]cceptinB .rll apPlicatiols for di8ital ccrtlil!'nte Jlrd
J(rcumentar\ requrrcrlrents ds \^'ell as the r,n.odlnE, rrr thc Ti\rSRr\.

'thc RAO: shall tre thc Provrncial Elc.ti(D Supervisor oi lh(' Provrrr...
rvhtther holdir'r8 a Frtndnent aFPornlrnerrt or in aD acting adpacit\', \\ h(,

sh.rll tre in-clrarge in approvrrrg all applicatiorrs for digital certiIi(.1tr!.

ln the Nationd C-apital Raion (NCR), hou,evcr, tlre RAO1 slEll be th(
Election Assi6tant o( ev€ry city/ municipal i t,v. 'rhe RAO2 sha Il be the E le(tiotl
(,ficq of every citv / m unicipal itv.

t) RAA rcicrs to tht ReBistratron Auth{rlit\ Assistarrts. !r'ho.lurll i'. th,'
F.lc.lr(nr Assistant of tht' citr'/munrcifnlitl h,rlLlinS d Ix'nn.rrn'rrl
nFpointment outsidc f,lCR

L) SUBSCRIBER rc[(,rs to a p( rsdr who has b,t'cn issucd a tligital .crliti..tl. h\
tl1('ConrIrlission.

l) fMSRA rcfers -l'oken 
Man.rgcmcnt S\ stenr-Rc8istr.rtion Authorit\', \ llr.l\

.hall be uscrl by tht, RAOs rn approvirlg all applicatiorrs tor (lrilrt.rl

.ertificate-

nr) VOTING CENTER reicrs to thc place trr burkling rvlrert'thc lDllin{ Plr,-('
rs krc.rtcd.

ARTICLE III

REGTSTRATION AUTHORITIES

Sectionl. Fuactions onl Responsibilities oi lhe RAOs in thL Applicttiut anl
V nifi co t io lo r D igi ta l Ce rt if itates- - 1}ere slrall bc.rnt ( I ) RAO I and one (1 ) I{,\()]
in cr tn tlEt).

a) -I hc RAO1 ilrall

Acccpt and vcriiy thc Applicant's d,8,tal ccrliii.atc,)PPlicatiolr,



Conduct digitization and encoding of appli.arrois;
Accept anri vcri ft, Su bscriber's request ior rcvoc.'ltion o[ digrtal .cr'titri_,!t('

Lr) I hc RAO2 shall:
r. Approve certificate applications and requcsts for revocatlon

ln compliance t^,ith the Data Priyacv Act, Plantilla Casuals, Job Ordcrs, ilnd
L(iU Casuals are prohibited from b€ing designated as Registration Authorihes

Section 2 Reiistrdtton A tlrotity Wotklloio

a) Thc RAA receiYes and checks thc collrpletcress of the submitted do(_urno)t.
and ensures that thc sanre are readablei

b) 'the RAOl r,crifies, srgns and seals application iornrs-
c) Thc RAOI encodes AppliGnt's data into thc TMS t{eb ltlana8cr Add Uscr.
d) l-hc RAOI vcriiies thc encoded datn against the !,ubmitted applicdtion lorrrl
e) The Il.A()l scnds an ernail to the Applicant to *-hedule an onliDe i.lenlrtY

verificatiorr and valitlation trf submrtter'l do(_unElrrs.
l) If Applic.rnt's identitv has been vcrified and all submittod d()cuments hn\t'

be('n valdated, the tlAO2 shall .rpprovc the application.
g) Once ap[rrovcd, thc RAC)I thcn scnds ar, enrail rrotiivirlg the Apphc.lrt thnt

his,/hcr ctiBilal ccrtifrcate rs readv fru download.

ARTICLE IV

Se(tion 1. Who May Apply for a Digital Certili0te that Shall be Usul in
Co ection With the 09 May 2022 Nationnl I.n, Local Elections a d BALit'll\1
E,?.aioDs - All sl€srbers of the EB and BOC ra ho shall serve in thc 2022 National .rn(l

l.()cal Elections and B,\RMM Electrons shall be required to applv (or their (iigrt,rl
.crtili.rtes.

Such rlerntr:rs of the EB slrall be public school tea<he.s t{ho are \rillint.ln(l
ata,labie to render elettion servico. Should therc bc a lJck of Pultlic_school tcacl\ers
rrillirrg, available or qualificd to servc, thc Commirsion may instcad afrPoirrl th('

iollo$ ing persons, in this order of pretercrrcc, in accordarlce with Section 3 of RePublic
Act No- 1t)756,r narnelr':

a) Pflv.rlc s(hool Leachcrs;

-An Acl Rer cflrrS Eleclion Scrricc Non'Conrpulsorv lbr Publi. School l(-rchcr\.
Authon/'lrg lhc /\ppoin(ntcrtt ol Olhcr Qurlilicil Citi^ns. I'ro\ iding lbr ComPcn\ntru! rn'l
(.\h(r Bcnctits

lL
iii

PERIOD. PROCEDUR,E AND REOUIREMENTS FOR THE APPLICATION
AND APPROVAL OF THE DIGITAL CERTIFICATES



l-,)

.)
d)

rl

\dtrorldl BLjlernmetrt emplovL'rs:
De1.ar1-.n, rrt tru.ation (DcpEd) non-te.rchirg pers)nnel,
Othcr national guvernDc'l1t ofticials and cnrplo.\'ees holdmg regulal or

Pernlancnt posrtions, cxcluding uniiorrned pt'rsonnel ot the Depnrtnlert (,t

\atronal Deler!,€ and all rts attach(,(l .rgcrlljie\,
Llenrtters Lll the Commission-)ccr('.lit('d citizcrl arnrs or othcr civil s([lct\'
()rganlTnlions and nonSor'ernnlcnt,rl organratiorls dulv accredited b\, thr'

Corrtmissior. and
Anv rc8istcred \oter of thc citv r)r rnunicifality of kno\\,n integrit\' .ul(t
aornpctercc who is llot c(rrnca(ed with any candidatc or politicirl |rart\

l)

'l ha mcrnbers of the BOC in orch murricipnlit\'. citv, disln.t. provrnac, and in
tlrc Barlq! rr,oro Autonom(rus Rcgion in Muslirn lllintlan.ro lEARtvlM) shall [.t thr.
lollor\ irrB.

a) MBOC. - 1hc lt'IBOC shall br conrposerJ of the Muniripal Elcction ()ilr.( r
(lvlunicipal EO) or a reprcscntati!c ()l'thc Conrmission, ai Chairp{'rs()nr ihc
\lunrcrpal Treasurer, as vice-ChairPerson; and tlre Dislrict n.I\r.'l
Supervisor, or ilr thc absencr'of the latler, the rnost t4ni(rr Princip.rl ()l lhLl

sr-htxrl tlistrict, duly dsignatcd as su.h bV the Distri(t Su|ervisrr as

\lcnrb(,r-i'arctar\ .

t) DBOC for the Legislative District Tagui8-Pateros. - The DBO(- l('r tho
lcgrslative d istrict of Taguig-Patcros shall be cornposed of the Citv LO ,)r ,r

hr+'vcr of the CorTrmission, as Ch.rirF,rsol; the Citv Prosccutor, .rs \'\,.-
('hairpt'rsrrn, .rlrd the Schools Division Suprrintendcnt, as lvlcm[x'r-
Socrctan'

i) CBoC. -'Ihe Ct()C shalltre compos(d ()f thcCitv Flection C)tii(-er (C rl\ tr())
,'r r Lrw\ er ()i the Commiss(ln, as Chalrpcrson; lhc City Pr(,r+.^_utor, rs \ r,'e-

Ch.rirper.on; and the Schools Divisrol Superrntendcnt, :rr N['Drhrr-
St\:rclarv ln cities k'ithin lhc Natit,rr.rl Capilal Regron (NCR) anci otht'r
lrrghh' urbarrized cities rvrth Dr(nc thrn olrc (ll Cltv EO, th! I<e.tr('n.rl
Hection Director' (RED) shall dcsrqn.rte thc Citv EO h,hr) shall act .r'
Ch.rirperson l11.ities rfhrch Jre outsidr tht, NCR and !\'rth morc tl\.rrr orre
(1 ) Cit! EO, thc Provincial El!,ction SuFcn'isor { PES) shrll d€siSnnh' the Lrt!
Il(J wh,r shall att as ClTairperson.

d) PttOC. - I-he PBOC shall b€,c(,nrposerl ofthe Provirrcial Electior Sup.ervrsor
(l'ES) or a lawyer of the (innnlisi()r1, .rs Clrairperson; the I'rovir1.r.r]
['r(xi(ruk)r. as Vjce-Chairlrcrson; and the a_lr(rols Dil,isinrr Superin tcndc rrl.

ns McmbeI-Secrctan,.

c) RBOC in the ARMM- - Thc llllo(: in thc ARNIM shall be (omB){.(l (,1 lh(
Regi<rnal Election Dircctor (RED) oi thc AIIMNI Lrr a lauvcr ol thl
Ct'rrrnrisrron. as ClrairF-rson, .r rcPrcscntdtivc oi equitalent rank lro,D tl1.



Dcpdrtment of Justicc, .rs Vice-Chairpcrsory and n [cprcsentative, ltLcr\,isr
ol filuiYalent rank fronr the Dcfarttncnt o[ Educaltorl, .rs lltrntl^..r
icrttarr

Section 2 Substitltc l cubcrs of tht EB on.l BOC. - Each
rrlv/; nru,ricipality shall havc a Frcl o[ sLrbstitutc nrcorbcrs krr their respectivc IBs inJ
BL)Cs who shall likewise enroll and tre issuerl a (li8ital certificate to enahle ther)r to
scrve rn tlle 2022 National arrd Local Elcations.

ln casc of tlt atrserrcc of thc prcviouslv apprintcd F.B nnd B(X on thr d.rv rl
tlle clectr()n ard canv.rss, thc followrr'tg all(ratlon sh.rll lre obscrved:

No. of Clustered Precincts in a VOTINC
CENTER

No. of Substitutcs

Not morc lhan 5 clu!,tcrs
r\t lcast l0 clusters !
,\t least l5 clusters
()ver 15 clusters

l0
l5

S..rior, 3. ..lpplication Pcrioi. the lollorr inF :.lt€dule sh.rll tt Lrt'seltr.l rn

tir. lilrng, .rnd prtrccs:ing of a[Tplrcatrons for diqitdl ccrtr[rcatcs:

Period Applicants
August to SeFtemher 2021 EB
(-^rtob€r to Norenrber 2021 BOC

5..ri.,r 4. Rrquirerne ts Appli.:rnti sh.1ll subnrl lhc tolltrr' rrrg

l. DulY ac.omplished application form;
2 Brrth ccrtificate or valicl Philippino passport,
I Unificd tvlulti-Prrrptrsc ldcniifi.atrorr (UNllD) coml'lLrrt card ln the

absr:rrcc oi a UMlD-cor plianl c.'trd, ,\NY fWO (1) ()l {o\'( rnnr( nt

issucd lDs;
.1. L')'te (l ) pdssFort si/c lD pi.turc,
5. Aativc mobilc nunrltl nnd
6.,\.ti!e personil c-mnil address.

Scction 5. Dortttutnt/s lo be Sulnnrttcd it Lictt oJ lhe Relui,al Bitlt
cotili.dtr/CoxenDnatt lssted lDs. - Shoul<1 the Birth Certiiicate or .rn\ oi the
( nr!crnrrrcnt lssued IDs mcntioned in the pre!-elling sr'.tl()n be unaYarlable .rt lhe tirnc
or tllc a|plicatiur, the -\pp1i64111 6161' 5ubmit.r Cortification dul) siglrcd bv the hcr(t
()i thc dcpartment, a8cncv, or olficc r^ herc'he/shc is currtntl-v cmpl()vcd, atlcstillg th(
identit\' (,I thc AFplicant.

3



Se(tion 5-

Al,plic.rnts rnust:
Al,l'licdtio,, an Vcilicotiot fLr Digital Cettilicdtes. -\

.)) Submit .k'ar scanned copies oi requrrcnrents, arrd

h) Thc Applicant must attcnd tho onlinL, idcnhty tcrification r!hcrcin lhL'!
will pre*nt the original do(-uments

Section 7.

arr tlrt, folhwing
l'rc.edurc Iot the Al,plicat iol. - Ihe stePs for rrnli ne .\pplic.rt ion

J) Access thc PNPKI u,ebsite bv cntering ElplrllgLgqti1Elvllt!
indir-idual ccrtificatc in tho h cb browv r- Note that lhis Pngc 1^'ill alq(t rh('1.

tr)

at
cl)

cl

i)

F)

thc list of rcquirenrents;
Click on "Applcation Forrn", <lorvnloatl and opcn tlre applic.llion lo.rr)
using a PDF reader (i.c., Adobe or Foxit);
Frll out.lll lhc required information irr thr'ioni fourd irr the red [r.rx;
Frll ('ut the Declaration 1'rage - the datt,. place, rrrd naure oI Appli..rrrl irl
Page2. lt willautomaticallv fill ou t ['age {. Once complete, save thc ir lc Js
PDF.lnd pnr1t;
Send th(,application form and requircmcnts cnumcrated in Scctir)n I oi lhrs
Afticl!, to thc OEO's official ernail:
'l-he RAA will che'ck th(,conrFlctcn(,ss o[ thc iniornrntiu\ and subrDrttcd
rcquiremclrts;
li courplete, the RAOI r|rll send air cmail to the Appliclnt to scht.tlult.a
video call session fol identity v€'rification arrd validation o[ suLrrrrrttcr.l

Llocumenls. The said errail shall contain the follorvin6 rnfornrationr
i f)atc and Timc of tlr Onlinr ldertiW Veritrcati()n;
ii. l'iclm call platform; and

ii i. !'idco callcrcdentials;
During thc vidc'o call sessioD with thc RAOl, thr- Applic.urt shall sigrr I'rgcs
:. and .l o[ the application forms and submit the samc to thc OE()'s ottrr'ial
cmail;
C)ncc rcccivcrl and approve.l bv thc RAOI, thc Appliciurt shall rri(,rvc
his/her digital certificatc downlo.r(l crcdcntials throuBh enrail.

h)

r)

lrr .Jol^,nlo.relrrrg their digihl certiiic.rtes, At)plic.rnts are di*.-ouraScd lr{)or
trsil)B public or shdrcd computcrs I-lease note that J(rumeltls miv onhr [r,strr]elj
diqit.rllv using Iaptops.rnd desktops instnllc.l $,ith l!indows or Mac OpcrrLirrg
St stcnr

Seclion 8. ()nline lie titq Verification ol Applicitts. - hr rclatrorr lo
sutrp.rrasraph (g)oI thc immediatrly pr(.ceding s('ctiolr the follo!r,irr8 guidclin(., nrust
bc ob:*'rr ed:



rl lderltitt vcniicatron sh.rll bc d()rc onlinc through vidco call supporrc.l

Platforms that are free ol chdrqe, includinF, but not limired to, Skvpe,
\iiber', Webex, and Zoom;

b) 1he video call sessroll shall bt' schcduled alrd facilitatcd by thc RAL)1 rn a
rrrrnncr thnt l^ ill not disrupt thc ('ontinuing rcgislratl(,n oi r r,tcrsj

c) During the video callsession, Applicants must present the original .opr(':
o[ their submitted documents and lDs. fhc llA A slra ll t.r ke a pictuft, ol thc
Applicant whrle holding the original doLunrent for vcrification .rnd
do<umenration.

Section 9. Liice-tLt-Face Verifitotion/Erception to the Of.lifle l.lcrtiltt
Vrrilicntion ol Ayplicants. - In citics/ nru nicipalitics h,hcrc rntenlet conncctior\ rs

uravaihblc or unstable, the RAA shall contacl the ApPlicants tlrrough thcir rcgistcrc(l
$ or kinB nrobile nurnlrer to iniorm thcnr o[ thcir schedulcd appoir]tment at thc OEL).

'1 hc persollal identit)' verriicatioll sh.rll be schedulecl in a nranner that !r'ill r,,t
Jisrupt lhe ()nBoin8 voters registration.

ARTICLE V

ISSUANCE OF DIGITAL CER.TIFICATES

Section 1. PNPKI 9el-Sercice Porlnl Jot Enrollne , l sldlldlion, nt
DtttL'rtlotdhg of Dtly Approoed PNPKI Digitdl Cettilknte- - Oncc tlre PNI'Kl rlicit.rl
.ertificate is approved, the RAOI shall sentl an enrail notification to the Subscriltr
h,ith instructions to errroll, dotrrrload,.rnd install his,/her di8ital certificatc rn tlrt
I'NPKI Sclf-Scrvice Portal

l hc ccrtificatc shall bc dccrnt'd issuetl and acccpted orlce the digiLrl ccrh[i(.rt(
h.rs bet'n rlor,r,nloadctl and acct=scd. Thcrcftrre, rrgu crrrollmcnt in thr'l'\PKl S{'ll-
S('r\,ice lbrtal. the Sutrx:riber nrust rcvicw thc contents oi his/hcr diBiLrl ccltrli..rt.'
before downloadrrrg. Subscriber ma,v objcct to the certificate or its contents aDd rcqucst
lor corrections withrr live (5) da\'s ironr the issuanae thermf.

llcvond tlle fivc 15) d;y pcriod, L-orrectiuls vr.'ill no longer br .rll,lvcd. l'he
Subsr-ribcr nlust thcr .rpplv f()r the re\,()calion oi thc reiected digitai ccrlrfrc.rtr' ,rrrLl

rs\uancc (ll a ne!\,certific.1tc.

Section Z S bscribe/s Rtspo sibility oocr thc Digital Certificatt.
tlie tligital ceftificate llas beei acccpted, thc Subrribcr shall bt responsib[r
custodv and propcr use thereoi in a safr and s{ curc manncr.

- ()n.r'
f,)r lhc



Section 3. Validity ol ttu Digitul Cdttili.!te. - rllc issued digirrt certi{rc^tc
k'ill (nrly bc \,dlid lor ttao (2) vears troor issuatrce thcreof.

ARTICLE VI

REV N IGTTAL CERTIFICATES

Section 1. Reaocation ol the Digitol Cettificatc. - Thc diBitnl certiti..rte
tluly is:uccl l(, thr rnembcrs of the EB, BOC, and thcir substttutcs mnv kL rcvokrd in
ca{ tlf thc fnllowulli:

al
b)
c)
d)

Kc\ aompromise - the Suhscribcr's priYatc kcv was conrpromisedi
(lA compromiso - th('kcv of th('Ccrtilicatc Authority rv.1s ci)rrrpr('ll1i\{di
SuPerscdcd - tlre Suh-r-riber has n nrrr' .crtiticdtc;
Undi:irlosed - the Subscriber .lrd nol stdtc the grrrunrls ror hi'7lrr'r
.r PPlicalrol'l lor revocati.tn;

APPROVED

ARTICLE VII

MISCELLANEOUS PROVISIONS

Section 1. Repotting and Rrcorlls Xet-ping. - thc Ucctior-t dnd B.rrnnB.rt
Ailairs Dopirtmcnt (EBAD) shall providc thc tempLltc of tlte rcport r\D rh,'
inlplcmentation ol this Resolutioh. EB-{D shall likcrsisc strbmit monthlv r('f'nrt. on
th. prorrcss of thc accepted aplrications rnd actions takrn therL'on to thc []r()l('.1
\{.rrragcnt.rrt Offit'c lnd Stecring C()mnrittee i('r thc :022 Nntiondl and I (\-.11 Fle. tiorr!
rrr.l liARNlM Electiorrs

Section Z Rolcs oJ thc Regioral Elcctio Direrto$ (REDS), ,Assislrrrl
Rtgional El.ction Directots (AREDi), Ittotintial Electtun Supeftisors (PESs) iltl
Eh.l ion OfficeE (EOs). - fhc R t Ds, A ttEDs, PFSs, and E()s sha ll cnsu rc tlr. st|r.l
irn[,lernentnti. oi the provrsions oi this (,uirlclinc .tnd thc timcl\' complidnct \\'ith
tll| rcp(rrt()ri.rl rcquircnr('nls.
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SESASEN reNEE:IE!'I
PLEASE BEAO THIS AGREEMENT CAREFULLY EEFORE USING THE D|GITAL CERTIFICATE ISSUEO TO tOU OR
YOUR ORGANEATbN. BY APPLYNG FOR A OIGITAL CER-]IFICATE, iAU AFE AGAEEIIS TO 8E BOUND BY THE
TEBMS OF T}IIS AGREEMEMT, IF YOU HAVE PFOBLEMS UNDERSTANDING THIS AGREEMENI, E.MA]L US AT
supportFipk'@dd€d.ph.

1.0D.lhIlon!

ApCi,crntTh€ Indivi&al lhai alpliss lDr (or se€r(s r6n6wal ot) a Dioild C€ni,r€ia nammO 6 lhe " Subiecf.

C€rlJ@lDn Prachce Sral.manr (CPS) , A sr.telMt o{ tha pGclr€s thal a B (itid aulhnv 6nCoys 
'n 

issurng.
managi(E. reloking. and rcoesing or r+ieying ceflnicaes.

Ced icaie Prrli:y (CPl . A nand set ol .obs rhar ndi.ate s he apdi;atilily ol a cstiliate to a parttutar comnlrity
andor c|als ol apdlcalih wrth omnon ssorr y r€4ui€m6nt!, For 6!ampl€, a parliolar CP mq i,8r€lc apCicaht'ry oi
a IyF ol c. iticaro ro rhe authonri:rbn 6l pdti6s ongaEing 

'n 
bls n6+1o-6udn* tan*tions to. the kadi.q oqoods

o. s!tuir6 llnhin a gNs pncc raq.
C€rrilEai. B.ro€dion Lirl (-CAll - A Ellecxon ol slsclonic dala @nt&nrng Ue [sl ot s6r6l numErs €vol@o or
slspard€d Ey rho c€rlilicac Aull[riry

OrliE C-tilrb lxthr. PErocol (-OcsP') , AD Lrtdret PDt@t (rP) us.i to ot rah lhe red rre cvoet@ satus ot
a digital erlirtale. lt is lsed as an online hsler altsnaltve lo CBL list

ArDtc r€y - A malh€Fatical k6! rhrcn b availablo pubtdy ard whr-h is lrsed to v€ily Digiral Sqnaruras dsatsd w i lnE
malch.d P,ivaro lGy a.d lo orcq,pt Bl*lronE dala wnid c€n ody b. d4.i}?t d u.ry $. mabh.d PMl6 K6y

Prl.r.il i,.y - A rothefidrci ley wttch is kogr privale to $e o ,ner and whkh 6 osed to soate obrd s€rulures or lo
derypl d€crronic dala

R€d.l]8don Athorfty (nA) - An enuty lhal is rslponsiblo tur one or Me ol tho iollo\rng rlrElons- U€ ireotilietrc.r and
auth6nncatun ol dlirrcalo epplr.lnl6, lh€ appr6,al or r6laclEn or c.rflha1a alplicalions inftatmg coniricare ra&catEns
or sospeEion6 undor @rtarn o@ftlrn6, p.@*.9 .!bdib., reqrcsl6 io roeke or E@Fnd thly 6rifi@rs, and
appovrng d rcieclrn{ requesls bry srb6dib€rs lo renew d rc-reI ser ce ir$les. FAs. holEer, do El son or rss
cediricat€s (i.e.. an RA rs delegal€d cerlain lasl$ on behall ol a CA).

Sub.lrlb.r-A sbldtd aedrlBbsno6 issu€d a6rilcd6.
Z0 AuttE iV ro ll'. I}glt t C.illlc.t .
ar Gr.nt ol aEloily as lrcm lne Eflec_m€ Daie up to lhe valdry p6nd ol any issued orgilar cenil'€re (_vad lror'
dsro to "VaId to' dars ) , PNPKI g@r3 lo tho Sub$rbs lhe iutho,ir, lo @ rh€ requssred Dignal Cerofer€ n cMtlncrion
$lh Private l<gy andlor PuCb X6y op€ralions. The odigatioG ol lh€ sllbscriber lses se.non 4.0) Mh r6p€cl ro Privare
r@y p/oreliM d. a#Eable llom rne erEwe dal6.

22 LindBtioru on Auuority The digit l (€dillcare cannor be lJsed lor pllposes orher ihan,har 
's 

all@d ii rtus SUF
s.ribs &l€€mBnr and ihe cPS-

3.0 U.. ol PNPrc lrgatc C.niri.rt
Tho subsc.iber shallus€ the o€.in cale lor ns lawtul and inlended us€ only. The cei'l-rcale shaX be ls€d in ac.lrdarce
stn ils l(6ylJsago li6u 6xt'^siona All ins!6d .€flilical6 by PNPKI cannol b. os6d br purpo*s orr6r than rhal is al]o{€d
rn lhi.s subscah€r agre6menr am by lh. CPS- PNPKI 6h.ll nol b. lad. lor arv cla ms &*ng trom p.ohittldd u66.

3.1 Add.nc€ ol , Olglt l CsrIflclt
Th6 rdlqrine @nduct @nslilulE6 erlt@le a@plaftei

a) A cerdficate sha! bs cl€€med s..Epled wh.n 
'r 

is in lne slbsc hr o(Eprsra.radw ! clntdi
b) Falure ol rh€ subscr bG o obr€cr ro the 61i'ere or rs 6n6r * t'n hE (5) cd€ndar dqy6: or

c) The subscribs uses nE ce.ldi:aie

a2R.{e!ilor o, Ilgltll C€rtlE t!3

A certili@re shall be revoLd wtren trE !i.d belween the subied and lhe $rbje.r's Frdic key is no longs vaqd, An

en+us€r subscdbB certiti@te @ b€ requesl€d lor r4ocaxon under my ol lh€ i'cllot{'ng cordjlions

a) whsn a v€rilk$ r6q!es1 lor r6lo.atun is Gcoiwd b] PNPKI CA o( RAi

b) Wton &y o, th. nlormat'on bund h Ure €drc€lc 6.heig€d d m longs apCEaU6:

c) When the ftivaie f@y. or lhe media holdiDg lhe ftieab f'ey, associaied wth lhe cenifi$le is comp.onis€di

d) WlEn lhe PNPKI CA delormrB ihal th6 €nd-ussr oility is m longer comdy ng wjlh th€ leqrkements ol by ln€
CPS and ihis subsb$ agemml . or

e) wh€n rhe PNPK CA ha6 lh€ reaeon lo beh4 rhd the ceniit3i. waE 65ued in a mdner lhal 6 ml in accodance
Bilh tho gocedures leqrriled ry tE CPS and tins subs.dber agr€omnr

l) when insc. b€. ioqrdted revo.alion ol lhe cErrilcatsl

llar E{ld'.s GP, G.lc. AcM Di,nr Ol.rcrr.Itrl,t'l ippne
.€ q go{ra , *cr !floh



a.O Slbtc.E r otfgrllonr
This 49,€€mnl qdorns lhe sublcrlErl apdicstion ior, acc€ptan e. ad !s€ ol, a d€'tal c6,lil.all irsled by lhe FA.

ai Tr! Foesrons or lh. R@t cA cPlcPs, Govca cPlcPs and olher p.rtn.nr iroomnrs ae tinrng upon ih6

bl All lhe inlormation p.ovded in [lc dqital cerliicale appliEabn iorm is kJe and @recl,

c) Th6 us. ol lh6 iig a c6d'hal6 shall be,or lhe 3ol€ u36 ol lha srSscrib€L

d) The seEcro€r wll nor, rrnde. ant dromstances, aliow any orh.r prM. ro usB lhe d,glal cdtr'6ale. Any sldr
ose ry anolts person clnslnde. a con'gornise or lho assooated prMdle ker, dqudng ttE relMiion ol llE digLral

o) Th€ slrbscJib.r sh.{ probcr rh. @nlxbnriarly ol rh6 pr vate iBy a5@€r€d elh hrB or h.r 6q l3l @mrr.16 Es Nll
as arry PIN tuhbd or olher mas ued b a.livale lne p.toal. key-

l) The sJbs.iiber shall rentan solely rcsponsue lor the m,nreM@ ot $e corlidenlEl(y ol the .erlifi.ate

9l Tho sllBsib€r rhall nol use ln€ di$al c€ il cal. lor a.ty udan, porpoe, or ror any gl|p@ lhat doss @l haw
anyihng ro do w h ae€lstT lh€ P(r ynormdEn srsEmr or ransadlore using h€ dgnal @ ilirt*.

h; th€ sube.rber shal pompny _equ€{ tne BA to ,mka lhe opllal @ izte lpon k *ng d suspexnq 
'neurareintomaton, lo$, sposure o. @rprmrse ol trc sse'El€d prdare hay.

r) Th6 5ubsoib6r shdl nor iamFr. rnkne,e w h. or €vorsaeng'nes, any lechnical ndemonlato. ol tno d€na
edilret d ns ur. or o a.ry mn.d sK rc c@promE rh. s@r(y prdld€d b, rha RA arn ft€ Nr1@n.l PKI

ii rhe s'rbssbs ac4epls lhe nsl ol an Jd6leded @mprom6€d drgllal @tliele d Ess@rated pnvqte i€y ,h ct,
may b€ ussd lo impoisonate lho $rd sub6sibs-

5.0 F.rmi.Gi,or ro Arryl.n hbmudon

The SlEcils sg.c€s thar PNPKI may DJUish ihe !€nal hurid ol ltE Subss,ber ! Oigi'al Ce. !ta1e io @neclion wi$
gNPKI s disseorMton or CRB and OCSP

PNPKI shal dr tr ldE tor arry clahs tuG'ng lrom prohitiled use ol D'$tal Certil]€les,sE€d by &r/CA PNPKI wll.ol
be llaEle rl the usd hss .ol resp*t€d his otl,eEions mentioned in the CPS and in lhis agr€edenr

?.0 Terln md lcrlltlmllon

ThE aqr€eme4r shall term,nare upon

a) Ih€ €rgry dal€ ol a.y D'gnd C6n lur€ 'scd to lh6 Subrct,b..

b) Any rai[,e lo clnCt *.lh any o{ fte sobssb3l odEalirE ndrioned in lhis Sl'bsc'oer A4.ee@nl

&0 Efl6r oi i.rmln.Uofi

llFn rermrnarlon ol rhLs Subs.nber Aereemerr r$ any reason. PNPKI may revok€ he Subscribeis Dglral CerlrlEale n
sDdaffe aih PNPK revocalioi Focedlres.

0.0 CP .nd qPS hlofllt.don

Th€ dE .l ertl.l|e conra,.s ,nbrtuldl p.dded by lh. srb6d6d. *dch ,s .urhentE.red ary li€ FA m aeard..e
wirh th. eoursals s.l our in tno CA CF and CPs, aBlaole br t€Fq and d(Ml('ad al dEt,gd plvs'pki,.

Date

rPlcae sig. m r'€ pr€s@ ol an admnrsl.rrlg olt@r)

larautd'n{ CP ilar.a Averue DilFd G,.r.ncrv lrct :hliiP.es
,63 021 gzo-ala Falftr.UEroh


