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To: Public Schools District Supervisors
Public Elementary and Secondary School Heads
General Parents-Teachers Association
Supreme Student Govemment
Supreme Pupil Government
All Others

From: v. GAZO, PhD., CESO
Superintendent

Subiect: Request for CommentE on the Guidelines on Child Online Prctection:
Child Safeguarding for ICT and social media fron Teachers, Parents

and Learners

Date: November 0i 2021

1. Porsuant to Memorandum from the Office of the Undersecretary for Filed

Operations, Atty. Revsee A. Escobedo dated *tobet 27,2021, this Office
hereby mioiru the field to submit a comments and inputs regarding the said
guideline.

2. The all public rhools are directed to prepare a commmt and inputs on the

said proposed guideline and to submit the same on or before November 09,

2027 at 72 noo\. (Eoery school musl hwe one entry laon the teacher's group, one

Irom tle Gererol Paretts-Teachers Association, oru fion thr Supreme Student

Gwemment and/or Supreme Pupil Gooernment, rcspectituly.)

3. For the convenience of everyone, you may send your scanned copy of the

comments and inpus thru this link:
https: / / bit.lyl ChddOnllineProtection

4. Enclosed is the copy of the alorementioned memorandum and the

Guideline on Child Online Protection for re{etence.

5. For strict compliance

VICTO
Schools

Purok5, Casisan& Malaybalay City
Telehx (088) 314{094
Email: malaybalay.city@deped.gov.ph
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Undersectetary
Field Operations, Pal ong Pdmbansa Secretariat, a11d DEACO

ATTY. T. GANI{ABAI|-MEDII{A
RegionaL Director, MIMAROPA Region

Child Protection Unit

SUBJECT REQIJES FOR COUMEI{TA O THE GI'IDELIIVES ON
CIIILD OIIIIIIE PR(yIECrIO : CHILD SAIEGUARDING FOR
ICT AND S(rcIAL UEDIA FROU TEACIIERS, PAREITTS AI{D
LEARI{ERS

DATE Oclober 27,2021

With the emergence of the COVID-19 pandemic, tlre country had to adjust and adapt
to the drastic changes in one oi the most alfected sectors-- the education sector. As
a response, the Department ofEducation issued DepEd Order No. 12, s. 2020, or the
"Adoptbn oJ the Bosic Educdtion Learning Continuitg Plan (BE-LCP) Jor School Year
2O2O 2021 in light of the COWD-lg Public Health EmergetEA." Under the BE-LCP,
some of the platforms being utilized by leamers to undertate their shrdies at home
include social media and other lnformation and Cornrnunications Technologr (ICT)
platforms. Consequently, learnets are now much \,'ulnerable due to more exposure
to risks that arc prejudicial to their protection.

Given this, the Chjld Protection Unit (CPU) was mandated to "formulate potcies
concerning all matters pertaining to the right of the child in basic education to
protection from all forms of violence, abuse, neglect, cruelty, exploitation, and
maltreatment."r In view of this mandate and in consideration to the need to protect
learners who are exposed to risks in social media aId other ICT platforms, this
Depa,rtment shall issue the policy titled, "Guldelltrcs oa Chtld OEltne Ptotectloo:

I DepEd Order No. 003. s. 2021, pdagraph 12(a)

Depodmenlo, Educotio^, Cehi?olOiiice, Merolcoavenue, Posig cily {Bonifocro Euiltlinq)
Emoil: . r1:E-: I ji, rri
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Depsrtment of @luntion
OTFICE OF THE UNDERSECRETARY

Child Safcgu.tdtlg fo. ICf and Sodsl Ucdie", to addrcss the aforementioned
concerns

In view ofthe foregoing, may we request your OfEce to rubEit coEmeltr a[d laput!
regarding the said Guidelines. The document to be submitted should contain
comments from teachers, parelta through the Parents-Teachers Association, and
lcarrcrt through the Supreme Student Govemment and Supreme Pupil Government
under your jurisdiction.

Please submit the documents containing the aforesard comments to

!,tt I1|:l jt not later thai FovcEbcr 10,2021.

Attached in this memorandum is the copy oft}Ie sard Guidelnes

Thank you very much

, AtBch.d as Annex A

oeporhenl ol Educolion- Cenlrolomce, Me(olco Avenue Posig cilv lsonifoclo Buildingl

Ehorl
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ANNEX A

GUIDELINES ON CHILD ONLINE PROTECTION:
CHILD SAFEGUARDING FOR ICT AND SOCIAL MEDIA

These Guidelines provide user-specific instructions on the use of social media
as a platform of communication of the school/community learning center, and
between and among DepEd teaching and non-teaching personnel, community ALS
implementors, leaming facilitators, leaming suppo( aid€s, parents, guardians,
caregivers and leamers. lnmrporated in this set of guidelines are, among others,
relevant provisions from the Public Advisory of the Department of Justice - Offce of
Cybercrime on the Conduct of Online Classes,l aa well as the National Privacy
Commission Bulletin No. 16 on Privacy oo's and Don'ts of Online Leaming in Public
K-'12 classes.2

A Oflicial social media pages and communication through online
platfoms

Should a school/community leaming center d€cide to create an official social media
page, the following guidelines shall apply:

1. Creation of the official social media page of the school/community leaming
center shall be wilh lhe approval of tle school/mmmunity leaming center
head.3 The online plattorm to be used to crcate and manage the official social
media page shall be at the discretion ol the school/leaming center head, taking
into consideration the preference of DepEd personnel, community ALS
implementors, leaming facilitators, le€ming support ajdes, parents, guardians,
caregiveE and leamers. ln the selection of online platforms for the official
social media pages, school/leaming center heads shall be gurded by the
following criteria:

a. Zero lolerance policy for violence;
b. Children can access a reporting and refenal mechanism;
c. Available child-sensitive technological safeguards: and
d. Good record in addressing complaints.

2. The school/leaming center head shall designate the social media manager as
the moderator and administrator ofthe socialmedia page ofthe school/learning
center. The designated socialmedia manager could be any DepEd permanent
employee capable of handling social media accounts. The moderator and
administrator shall be in charge of monitoring and managing the social media
page. The SDO shall provide training on handling of child protection issues to
the social media managers of schools/leaming centers within the Division.

' Depanment ofJustice OIfice ofCybercrimc, Public Advisory ofthe Depetmem ofJNrice - Omcc of
C)terc meotrthe Conduct ofOnline Classes," available ar
< htosr/ueb facebook.corp/OfficeoicvbcrcrimcPty'l_rdc= I &_rdr> accessed oD Seprcmbcr 22, 2020 f DOJ-
OOC Public Advisory'l
r National Privacy Cotnmission, "Bullcrin No. l6:PrivacyDosandDonLsroronlineLcami.gihPublicK-12
Classcs" available at
online-learninq-in-public-k-12-class6D .ccessed on ocbber7,2020 [ NPC Bullctin No 16 ]
I Refercnccs to school", 'schooi head" and "teachel shalIalso mcan "community lcaming centef , 'community
leaming cenler head" and "leamina facililalor/commnnity ALS implem€nlor'', respeciively

1



ANNEX A

3. The social media manager shall follow these guidelines and lurther guidelines
set by the relevant offices ot the DepEd Central ffice on the use,
administration, and management of official school/learning center social media
pages. The social media manager shall also coordinate with the CPC to ensure
that child protection standards are being met in the official social media pages.
The CPC shall also observe and monitor the social media accounts and provide
feedback to the manager or administrator.

4. The social media platform shallbe used to disseminate ofllcial announcements
from the school/learning center, and the OepEd Central, Regional, or Division
Offices, as well as other pertinent ofiicial public announcements. The social
media platform shall also be used to facilitate communications between and
among leamers, DepEd personnel, leaming facilitators, mmmunity ALS
implementols, leaming support aides, parents, guardians, and caregivers
regarding leaming materials and other concems pertinent to home-based or
distance leaming and homesctooling. Announcements should be posted
during office hours unless the cirDumstances require the posting of
announcements outside said hours.

5. ln the event that the social media page reoaives reports related to child
protection, the report shall immediately be foMarded by the de8ignated social
media manager to the haad of the school/leaming center for action while
ensuring the confdentiality of the repoil or information. lf the report is
communicated to the social media page via the @mments section or through a
post, the said post shall be preserved but hidden from public view, using the
"hide comments" functionality or other similar options of the said social media
platform.

6. Personal or sensitive information of and from children should be handled with
utmost care and shall be kept confidential. Disclosure of personal information
of cfiildren shall be subiect to existing laws, rules and regulations.

7. lf a readily identifiable image of a leamer shall be used in the school/learning
centar ofiicial social media page for publicity, tund-raising, awareness-raising,
or any other valid purpose in digital, video or print materials, the head of the
school/leaming center, through the social media manager, shall secure the
signed mnsent of the leamer and his/her parent or guandian,. The written
consent must indicate that the child and his/her parent or guardian are aware
of the time, place and manner of the use of the image or likeness. For this
purpose, the written consent may be obtained through electronic signatures.

8. The child's image or likeness shall not be used to create materials that are
degrading, victimilng, or shaming, or otherwise inappropriate for children.

9. No personal and physical information to identrfy the location of a learner that
could put him/her at risk should be uploaded on the oflicial websile/social media
page of the school/leaming center or indicated in any official communications.
Whenever necessary, the child's face must be covered or blurred to protect
his//her identity, unless a written consenl is obtained from the parents or
guardians.

2

43
44
45

46
47

48
49

50

51

52

53

54

55

55
s1
58
59

6l
62

53

u
65

66
51

68
69

70

11

12

74
75

76
71

7a
19

80

81

a2

83

84

85
86

81

88
89

90
91
92



93

94
95

96

ANNEX A

10. Communication with drildren should be appropriate and should not contain
offensive or potentially abusive language.

'11.All media responses, public information announcements, advocacy and
promotional videos shall be child friendly. Where appropriate, the
announcements, advocacy, and promotional videos shall have versions that
may be understandable by learners of all ages.

12.Parents, guardians, and caregivers shall be guided by the age limits and
community standards of all social media platforms. Only the social media
profiles or accounts of qualirled learners based on the age requirements of the
social media platform shall participate in.the. social media groups of the
school/learning center. For learners who do not.qualify based on the age
restrictions of the social media platfqrrn; the social ioedia profile or account of
the parent, guardian or caregiver sha .be used to communicate with the social
media page of the school, learning center, class/section or Online forum.

13.The school/leaming cenGr shall provide leaners, DepEd personnel, learning
facilitators, community ALS. implementors, loaming suppo( aides, parenls,
guardians, learning support aides, and car€givers an orientation, policy
brieflng and leaming sessioB_on fie ohild online protection requirements,
including sessions on approved applicatiims and tleir community protocols,
complaint, r9fenal and response mechanismsr. code of conduct for online
activities, and other relevAnt infoimation to ensure online wellness and safety
of the leamers.

14.The sctool/leaming center shall deyise a plan, in line with the Child Protection
Folicy, this DepEd.Order, and other related issuances, on responding to reports
of ctiild abuse, violence, deloitation, neglect, and other forms of violence
against learners as reported through the social media platform.

'l5.Contact detaih oJ.key school personnel, especially the school head and the
guidance counselor, and the head of the Parents-Teachers Association, shall
be provided in the social media page and constantly updated. lnformation on
the hotlines, contact details and appropriate reporting procedures for child
protection issues shall also be provided in the ofJicialsocial media pages.

B, Employee and leamer interaction through social media

1. Teachers, learning facilitators and community ALS implementors, in
compliance with these guidelines and other relevant guidelines to be
developed, may create social media groups or online forums to disseminate
lessons, homework or assignment and provide support to the leamers during
home-based or distance leaming. Real time-based group chats are highly
discouraged as these may be used even during times when there is no adult
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ANNEX A

supervision and must only be used if there are no other practicable means for
teachers, leaming tacilitators and community ALS implementors to
communicate with leamers, Group codes of conduct shall be posted in these
social media groups or online forums.

2, When social media groups or online forums are crealed for educational
purposes, the administrators or moderators of th€ said group or forum shall be
the teacher and the president ofthe Parent-Teacher Association per section or
class or any qualified parent representative selected by the parents of the
section or class. The parent representatiye shall observe the interaction
between leacher and student to help ensure appropriate behavior online. The
parent representative, however, must exercis€ utrnost discretion to minimize
any disruption in the communications between and among the teacfier and the
leamers. Parents are prohibited to communicat8 directly to other leamers other
than their own children, whether privately or via the class/school social media
group.

3. To ensure that parents are well-informed of all school activities, all
announcements or information relating to school activities and other public
information conc€mlng leamers shall be mursed through the parents,
guardians, leaming support aides, or caregivers and, as far as practicable,
copy fumished the leamors, except for Senior High School leamers who can
direcfly receive such anmun@ments and informatron and, as far as
practicable, copy fumished their parcnts, guardians, leaming support aides, or
caregivers.

4. To mutually protect leamers and school personnel from any potential abuse,
school/learning center personnel are discouraged from conducting direct-
private communications with learners through phone call, SMS, e-mail, and
social media accounb. Unlike in a physical school/leaming center setting
where other leamers or personnel are presenl and can prevent child abuse or
violence or falss accusations of such, there is no presence of other people in
a direct private digital communication.

5. Teachers, leaming fadlitators and community ALS implementors may, as far
as practicabls, and with consent from the parents, guardians, or c€regivers,
communicate directly with leamers strictly on academics-related matters. All
communications bstween the teacherifacilitator/implementor and the leamer
must, as much as possible, be done only during school hours. For this purpose,
parents, guardians and caregivers can give a general consent to such
communications between the teacher/facilitator/implementor and the learners.
Forelementaryand Junior High Schoollearners, as far as practicable, teachers
shall fumish copies of messages to the parents, guardians, or c€regiver of the
leamer. For Senior High School students, as far as practicable, parents,
guadians or caregivers may request for a copy of such messages.

6. An exception to the prohibition on direct private mmmunications between
DepEd personnel and leamers is when the DepEd personnel receives
complaints related to child protection from leamers. After determining that a

4
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ANNEX A

communication is a child protection-related concem, a third person such as the
guidance counsellor, homeroom adviser, or any other tusted scf,iool personnel
by the leamer shall be included in the communication wilh the leamer. Such
third person shall be copy fumished in all communications wth the leamer,
observing the proper child protection reporting protocols thereafter.

7. School/leaming center personnel shall observe professionalism and due
diligence in lheir dealings with learners. To minimize the dsk of child abuse or
exploitation, school/leaming center personnel are highly discouraged from
accepting any social media friend requests from their leamers or from sending
social media friend requests to leamers, except when the leamer is a relative.
For school personnel who are already friends with leamers in social media,
they should abide by the rules stated in this Annex on proper behavior in social
media. Leame6 must be made to understand that it is for the protection of both
the children/leamers and the school p€rsonnel that this rule is to be applied.

8. Sharing of a leame/s rmages online is prohibited, unless with wrinen consent
of the leamer and his/her parent, guardian, or caregiver.

C. Safeguarding measures in ths conduct of online leaming

1. General Provisions

a. Teachers are strongly discouraged from requiring assignments, exams, or
homewolk to be submitted through social media.a They are encouraged
to utilize fficial channels such as lheir official DepEd email accounl or
through the leaming managemenl system being employed by the school
and orient their students on how to send their official schoolwork through
official channels.

b. Any announcement that involves the personal data of the leamer or is
intended to be viewable only by the leamer (e.9. grades, test scores, etc.)
shall be delivered direcuy and individually to the leamer and his/her parent,
guardian or caregiver.

c. Teachers aod other school personnel shall minimize the downloading of
personal information oftheir leamers. ln allcases, the personal information
o[ leamers should be used only for offlcial purpose. Teachers and school
personnel must ensure that allfiles containing the personal information of
the learners, whether online or offline, are safely secured and are not
accessible by unauthorized persons. This can be done through the use of
online drives for storage, adoption of a password protection process,
installation of a secure embed system, among others, that lhe school might
decide to adopt to secure their stored files. For information and guidance,
sctools/leaming centers may coordinate with their SDO.

i NPC Bull.riD No. t6. Bullcr No- I uder Don'ts for s!uden6. Privacy Dos and Don'is for Onlinc Lcam,ng in
Publrc K-12 Classes, October 1,2020. Last Edn: Ocrob€r 5,2020.
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ANNEX A

d. Teachers and schoolpeGonnel must ensure that all schoolwork submitted
by leamers online are properly secured and are not accessible by
unauthorized personnel, including other leamers and, unless otherwise
necessary, other teachers and school personnel.

e. Teacherc must secure the permission of the learner and hisiher parent,
guardian, or caregiver before requiring leamers to open their webcams for
class, unless the oponing of webcams is intagral to th€ delivery of the
lessons for a pa cular class. For this purpose, th€ teacher may secure a
blanket authorization from the leamer and his/her her parent, guardian, or
caregiver for the opening of the leame/s webcam for all classes with the
teacher.

f. The provisions in paragraph (e) above likewise applies to the recording of
the online class. Fu(her, the teacher must ensure that the recodings are
safely secured and are not accesEible by unauthorized persons.

2. Special Provisions for the conduct of online classes using video conferencing
platforms.

a. The scfiool shall identiry the appropriate video conferencing platform to be
used in the conduct of online classes basod on the available technology
and c€pacity of the school, the teaching personnel and the leamers.

b. Regardless of the video @nfersncing platform to be used, school
personnel shall ensure that the privacy and safety features of the video
conferencing platform are enabled. When needed, teachers are
encouraged to s6ek lhe assislance of the lnformation Technology
perBonnel of the school.

c. Teachers musl ensure that the video conference meeting details are
confldentialand are only known to leamers and/or their parents, guardians,
leaming support aides, or c€regivers. Consistent with other provisions of
these guidelines, the sc+lool head may designate and aulhorize another
teacher or another school personnel to be provided access to any video
conference meeting or online classes striclly for observation purposes.
Passwords shall always be required for video conferencing with learners.
The meeting room credentials, including the meeting lD and passwords
should never be shared with the public.s

d. Teachers musl ensure that learners use their real names during the online
class.

e. At the start of the school yea[, teachers shall orient their leamers on the
code of conduct for leamers during online classes using video
conferencing platforms. ln subsequent online classes, teachers shall
remind everyone of the same mde of conduct by a quick review or by way
offlashing the code of conduct before the online video conference or online

6

5 DOJ -OOC Public Advisorypar A(l)
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f. Teachers and leamers shall ensure that their webcam feed shows
appropriate and safe video and audio streams, both from the teachers and
leamers themselves, as well as the immediate environment of the teacher
and learner.

g. Teachers shall not leave learners on their own after the online synchronous
class, ensuring there is continuous supervisiqn.while online.6

h. Parents, guardians, or caregivers are alldived to be present in the virtual
class with their children^/vard but anly as observers. They shall not
intervene via audio, video or chat while the online class is ongoing.

i. To ensure platform security, thevideo conferencing apps to be used shall
be updated continuously to the latest version-?

Teachers may encouEge learners to use virtual backgrounds during the
online class.s Leamerswho are excused td go on bathroom breaks should
be advised to mute their microphone and hjm off their webcam until they
return to the online class.e..

O. Employee role'modellirig ir social thedia

'l . Teachers and other ss*rool personnel are expected to verity the truthfulness
of infomation poirted di fon^tarded on social media by checking credible
sources and official statementts from official channels such as the DepEd
website or offcial sociafmedia pagd.

2. Cofisistent with RA. No. 6713 or the 'Code of Conduct and Ethical
Standdrds for Public Officials and Employees," and the "Code of Conduct
for Teachers," as well as all other applicable laws and rules, teachers and
other school personnel are viewed with respect by the leamers, parents, and
community. As such, they shall refrain from posting, commenting, reacting
to, offensive and inappropriate materials or communications.

E. Guidelines for Learners' Online Conduct to
Create and Maintain a Safe Learning
Environment

Leamers are expected to:

1. Be kind to, and treat each other with respect regardless of physical

6 DOJ-OOC Public Advisory par. A(4);NPC BulletuNo. 16-
TDOJ-OOCPublic Advisory par. A(5)-
3 NPC Bullctin No. I 6. Bullet No.5 under Dos for teache.s. Privacy Dos and Don'ts for Online Leaming in Public
Kl2 Classes. October 1,2020 LaslEdit:Oclobo 5,2020

'yNPCBullettuNo 16.BulletNo.6u er Dos for students. PrivacyDos and Donls for Onlin€ t eaftins in Public
KJ 2 Classes. Oclober l, 2020 t^t Edir October 5, 2020

7
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appearance, ethnic, regional, religious or cullural background, sexual
odentation, gender identity, ability or disability.

2. Maintain and appreciate a positive leaming environment with other
learners.

3. Nol engage in bullying of any kind and report any such incident to the
appropriate school peconnel if they become aware of it.

4. Not harass or verbally harm other students.and personnel of the school
through the use of cell phones or any socjalnetworks by exhibiting writlen
or visual material or behavior that is unwebome, offensive and hurtful, or
expressing hostility, threats and intimidation, or ridiculing and humiliating
others.

5. Be respectful in their online activities.

6. Protect their own and olher people's perconal information online.

7. Share only factual, truthfui,rdnd accurate idormation.

8. Report to their parent, guardian, Caregivei gr school/leaming center
personnelany bahavior or experienos that @akes them feel uncomfortable
or unsafe..

9. The following behaviols are strictly prohibited during an online class:

a. Using. obscene, profahe,: or vulgar language or any derogatory
language regarding race, gender, religion, sexual orientalion,
citizenship- socio:economic stalus or ability;

b. Making sexually €ixplicit, suggestive, humiliating or degrading
comments;

c. Exhibiting h€rassing, intimidating or bullying behavior;
d. Doing any.fdrm of verbal, sexual or mental abuse;
e. Viewing afly material inappropriate for children; and
f. Being under the influence ofalclholor illegaldrugs;

10. Keep the meeting credentials of the online class confidential and share them
only to the leamer's parents, guardian, leaming support aide, or caregiver.l0

F. Guidelines for parents, guardians and caregivers

The following are guidelines for parents, guardians and caregivers as they guide
and facilitate the leaming of their children:

Lu NPC Buledn No. 16. Bollct No.6 under DoD'ts for shrdenls. Pnvacy Dos and Don'ts for Onliae L€3ming in
Public K- 12 Classes. Oclobcr 1 , 2020- Last Edir october 5, 2020
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1. Be mindful of the online activities of their children without invading their
priYacY.

2. lnstall child safety soft\flare. Guidance may be requested from the school
ICT teacher/personnel for this purpose.

3. Observe or monitol the social media groups used by their children's class.
4. Guide children's access to the intemet after classes to ensure that there is

a healthy balance between screen time (both academic and leisure) and
ofnine activities of their children.

5. Be aware of the community rules of approved social media platforms and
abide by them, including the age restrictions set by the social media
platform.

6. Be aware of th6 cont8ct details of their children's teachers, guidance
counselor, school head, the CPC of the school, the School Govemance and
Operations Division (SGOD) of the DepEd Division OfJice, the Education
Support S€rvices Division (ESSD) of the DepEd Regional Office, the Child
Protection Unit (CPU) ol the DepEd Central Office, and the BCPC for
reporting and timely response in limes of em€rgency,

7. Consult with their children's dass adviser and teachers if they or their
children have any salety concem rclated to the use of the intemet and lCT.

9


